Metrics-Based Assessment and Management of Digital Forensics Risk
M. Sahinoglu, S. Stockton, Scott Morton, Robert Barclay
Informatics Institute
Auburn University Montgomery

Abstract
Driven by the ubiquity of computers in modern life and the subsequent rise of
cyber-criminality and cyber-terrorism in civilian and defense acquisition
processes, Digital Forensics is an increasingly salient one. Though primarily
located in the law enforcement community, Digital Forensics is increasingly
practiced within the corporate world for legal and regulatory requirements such
as Sarbanes-Oxley. Digital forensics risk essentially involves the assessment,
acquisition, and examination of digital evidence in such a manner that legal
standards of proof and admissibility are met. We will adopt a model of digital
forensics risk that quantifies an investigator’s experience with eight crucial
aspects of the digital forensics process. This research adds the novel concept of
quantifying through a designed Risk-O-Meter algorithm to calculate digital
forensics risk indices. To accomplish this task, numerical and/or cognitive data
was collected to supply the input parameters to calculate the quantitative risk
index for the digital forensics process.

Two-line Summary
Digital Forensics risk (digital evidence assessment subject to legal standards) is
quantified using a Risk-O-Meter algorithm for calculating risk indices.
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Introduction
Digital Forensics is a topic that has been popularized by television programs
such as CSI. Crime-solving glamour and drama aside, the reality of the digital
forensics process is that it is a highly technical field that is dependent on the
proper implementation of specific, well-accepted protocols and procedures.
Inadequate forensic tools and technical examination, as well as lack of
adherence to appropriate protocols and procedures can result in evidence that
does not meet legal standards of proof and admissibility. Digital forensics risk
arises, for example, when personnel lack the proper tools to conduct
investigations, fail to process evidentiary data properly, or do not follow accepted
protocols and procedures.

Assessing and quantifying digital forensics risk is the goal of this paper. To do so,
a Digital Forensics Risk Meter based on a series of questions designed to assess
personnel’s perceptions of digital forensics risk will be utilized. Based on the
responses, a digital forensics risk index will be calculated. Where this approach
differs from others such as the ones in the US Department of Justice’s Forensic
Examination of Digital Evidence: A Guide for Law Enforcement (general
guidelines and worksheets) (USDOJ, 2004), Error, Uncertainty, and Loss in
Digital Evidence (certainty levels) (Casey, 2002), Cyber Criminal Activity Analysis
Models using Markov Chain for Digital Forensics (suspicion levels) (Kim & In,
2008), Two-Dimensional Evidence Reliability Amplification Process Model for

Digital Forensics (evidence reliability) (Khatir, Hejazi, & Sneiders, 2008), or
Building a Digital Forensic Laboratory: Establishing and Managing a Successful
Facility (checklist) (Jones & Valli, 2011), is that those approaches typically
provide general guidance in the form of best practices, classification schemes, or
at best a checklist for digital forensics procedures and do not provide quantitative
tools (based on game theory) for risk management and mitigation. One approach
that does employ quantification, Metrics for Network Forensics Conviction
Evidence, is confined to network forensics, mostly measuring severity impact and
does not provide mitigation advice (Amran, Phan, & Parish, 2009).

The Digital Forensics Risk Meter presented in this paper will provide objective,
automated, dollar-based risk mitigation advice for interested parties such as
investigators, administrators, and officers of the court to minimize digital forensics
risk. See Figure 2’s advice column for sample mitigation advice generated from
the respondent’s submitted inputs. This paper will not only present a quantitative
model but also generate a prototype numerical index study that facilitates
appropriate protocols and procedures, thus ensuring that legal standards of proof
and admissibility are met.

Vulnerabilities, Threats
Based on industry best practices guidelines, such as the US Department of
Justice’s Forensic Examination of Digital Evidence: A Guide for Law
Enforcement, eight specific vulnerabilities are assessed: Protocols and
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Examination, Documentation & Reporting, Digital Forensics Tools, Legal
Aspects, and Victim Relations. Within each vulnerability category, questions
pertain to specific threats and countermeasures. For example, within the
Evidence Acquisition vulnerability, respondents are asked questions regarding
Precautions, Protection, and Preservation threats and countermeasures. Within
the Evidence Examination vulnerability, respondents are asked questions
regarding Preparation, Physical Extraction, Logical Extraction, Timeframe
Analysis,
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Forensics Tools vulnerability, respondents are asked questions regarding
Hardware, Software, Training, and Funding threats and countermeasures. See
Figure 1 below for the Digital Forensics Risk diagram detailing vulnerabilities and
threats. The responses are then used to generate a quantitative digital forensics
risk index.

Assessment Questions
Questions are designed to elicit responses regarding the perceived risk to proper
digital forensics procedures, evidence handling/examination, admissibility, and
other associated issues from particular threats, as well as the countermeasures
the respondents may employ to counteract those threats. For example, in the
Evidence Examination vulnerability, questions regarding the Data Hiding Analysis
threat includes both threat and countermeasure question.

Threat questions would include:


Do file headers not correspond to file extensions?



Did the suspect encrypt or passwords protect data?



Are hidden messages present?



Are host-protected areas (HPAs) present?

While countermeasure questions would include:


Did the examiner correlate file headers to the corresponding file
extensions to identify any mismatches which may indicate that the user
intentionally hid data?



Did the examiner gain access to all password-protected, encrypted, and
compressed files, which may indicate an attempt to conceal the data from
unauthorized users?



Did the examiner conduct a thorough stenographic analysis?



Did the examiner gain access to HPAs that may indicate an attempt to
conceal data?

Sample vulnerability (Evidence Acquisition) assessment questions employed in
the Digital Forensics Risk Meter are presented in Appendix A at the end of this
paper.

Survey Notes, Risk Calculation & Mitigation
Essentially, the respondents are answering yes or no to these questions. These
responses are used to calculate residual risk. Using a game-theoretical
mathematical approach, the calculated risk index is used to generate an
optimization or lowering of risk to desired levels (Sahinoglu, 2007). Further,
mitigation advice will be generated to show interested parties such as
investigators, administrators, and officers of the court in what areas the risk can
be reduced to optimized or desired levels such as from 45.8% to 35.8% as
shown in the screenshot representing the median response from the study
participants (Sahinoglu, Cueva-Parra, & Ang, 2012). See Figure 2 for a
screenshot of the Median Digital Forensics Risk Meter Results Table displaying
threat, countermeasure, and residual risk indices; optimization options; as well as
risk mitigation advice. For this study, a random sample of 27 respondents was
taken and their residual risk results are tabulated and presented in Appendix B at
the end of this paper.

The survey used in this research paper for the assessment showed the
complexity of the field, as one realizes digital forensics encompasses tools,
procedures, specific training, budget, and trial. Digital Forensics has two crucial
phases. The first phase involves all the forensics involved with the collection of
data, while the second phase involves defending the data collected, the means
by which is was collected, and chain of custody applied from the original
collection until court.

The initial goal was to obtain survey input from local city leaders. Although
individuals from the Governor’s Office, Montgomery Police Department, and
District Attorney’s office were willing to assist, our short time frame and their busy
schedule prevented their office from providing input to the digital forensics
survey.

Fortunately, the authors had contacts at some law enforcement offices and they
agreed to make personnel available for the survey and eventual follow up.
Ultimately, three law enforcement offices and one special investigation/training
organization participated and provided valuable input.

Our first objective was to explain the purpose of the survey and the potential
value the combined results could offer each of the offices. At each location,
participants ranged from investigators, initial responders, digital forensics
specialists, and legal experts, i.e. District Attorney Office personnel.

The range of expertise of the participants was invaluable, as each provided
insight into an aspect of the survey that is often unique to a position within a
department. Because of this range of expertise, the authors believe they were
able to capture the three main components of the survey portion of the RoM.
Perspectives from collection of evidence, packaging of evidence for trial, and
presentation of evidence at trial activities were all given. Although the special

investigation/training organization had much less participants, they did offer a
unique perspective, as they represented an organization that focuses on training
digital forensics experts for the military.

The results were then run for each participant, determining the Initial Repair Cost
to Mitigate. This was determined by using a Criticality of 1.0, Equipment Cost of
$0.0, and a Production Cost of $1,000. The Median of all results was determined
and then optimized through the RoM to determine the best “bang for the buck”
that would reduce the participant’s Total Residual Risk by 10 percent. The initial
Total Residual Risk for the median participant was 45.8% with an Expected Cost
of Loss (ECL) of $458.34. Once optimized, the Total Risk was reduced to 35.8%
and the ECL was reduced by $100 to a total ECL of $358.34 as seen in Figure 2
below. The first optimized solution was to increase the countermeasure (CM)
capacity for the Threat “Examiner Notes” for the Vulnerability “Documentation
and Reporting” from 45.00% to 72.17% for an improvement of 27.17%. The
second optimized solution was to increase the CM capacity for Threat “Victim
Rights and Support” for the Vulnerability of “Victim Relations” from 72.50% to
99.92% for an improvement of 27.42%.

In addition to determining the Overall Median and optimizing it, the Median for
each organization was determined. The optimization for each organization
(except organization 4 with an even number of participants) was run and the
results discussed with the point of contact for that organization.

In each case, the representative seemed impressed with the results and noted
the results for possible future implementation. One organization actually
commented that they had already begun looking into increases in at least one
countermeasure that was identified by the optimization. Clearly, this validated the
tool and its usefulness in their eyes.

Conclusions & Discussion
The Digital Forensics Risk Meter breaks new ground in that it provides a
quantitative assessment of risk to the user as well as recommendations for
mitigating that risk. As such, it will be a highly useful tool to interested parties
such as investigators, administrators, and officers of the court seeking to
minimize/mitigate digital forensics risk. Future work will involve the addition of
Cloud Computing concerns such as service provider cooperation and data
accessibility as well as the incorporation of new questions so as to better refine
user

responses

and

subsequent

calculation

of

risk

and

mitigation

recommendations. Minimization/ mitigation of digital forensics risk, will greatly
facilitate the success of digital forensics investigations, ensuring that legal
standards of proof and admissibility are ultimately met. The Digital Forensics
Risk Meter tool and its future refinement provide the means to identify areas
where risk can be minimized as well as providing the objective, dollar-based
mitigation advice to do so. Figures 3 to 5 follow for the other median outcomes
for each group.
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Figure 1: Digital Forensics Risk Diagram

Figure 2: Median Digital Forensics Risk Meter Results Table

Figure 3. ECSO8: 14th Ranked overall Median Survey Taker’s Original Survey Outcome

Figure 4. OPD1: Group Median Survey Taker’s Original Survey Outcome

Figure 5. AUPD5: Group Median Survey Taker’s Original Survey Outcome

Appendix A
Sample Vulnerability (Evidence Acquisition) Assessment Questions (in XML
format) and Survey Question Template
<survey>
<vulnerability title="Evidence Acquisition" level="0">
<vQuestion> Are special precautions not taken to preserve digital evidence? </vQuestion>
<vQuestion> Was write protection not utilized to preserve and protect original evidence? </vQuestion>
<vQuestion> Was digital evidence not secured in accordance with departmental guidelines? </vQuestion>
<vQuestion> Was speed the primary concern when it came to acquiring digital evidence? </vQuestion>
<threat title = "Precautions" >
<tQuestion> Was evidence on storage devices destroyed or altered? </tQuestion>
<tQuestion> Was equipment damaged by static electricity and magnetic fields? </tQuestion>
<tQuestion> Was the original internal configuration of storage devices and hardware unnoted? </tQuestion>
<tQuestion> Were investigators unable to provide drive attributes? </tQuestion>
<threat title = "Protection" >
<tQuestion> Was CMOS/BIOS information and not captured? </tQuestion>
<tQuestion> Was the computer’s functionality and the forensic boot disk not tested? </tQuestion>
<tQuestion> Did the forensic boot disk not boot? </tQuestion>
<tQuestion> Did the investigators not collect drive configuration information from the CMOS/BIOS?
</tQuestion>
----------------------------------<threat title = "Preservation" >
<tQuestion> Did the investigators not perform the acquisition using the examiner’s system? </tQuestion>
<tQuestion> Was a RAID present in the subject system? </tQuestion>
<tQuestion> Was host-specific data not captured? </tQuestion>
<tQuestion> Was successful acquisition not verified? </tQuestion>
………………………………………
</threat>
</vulnerability>
</survey

Appendix B
Respondent Results Tabulations
SURVEY TAKER
AFIT1

RESIDUAL RISK % RANKED OVERALL(OUT OF 27)
52.47

6th

REMARKS
2nd out of 4 within AFIT

AFIT2

49.90

9th

3rd out of 4 within AFIT

AFIT3

52.71

5th

1st out of 4 within AFIT

AFIT4
AUPD1

47.64
31.15

10th
26th

4th out of 4 within AFIT
7th out of 7 within AUPD

AUPD2

39.67

20th

5th out of 7 within AUPD

AUPD3

50.02

8th

1st out of 7 within AUPD

AUPD4

36.98

21st

6th out of 7 within AUPD

AUPD5

44.59

16th ~OVERALL AVERAGE

4th out of 7 within AUPD

AUPD6

46.06

13th

3rd out of 7 within AUPD

AUPD7

47.06

11th

2nd out of 7 within AUPD

ECSO1

51.80

7th

5th out of 9 within ECSO

ECSO2

46.66

12th

6th out of 9 within ECSO

ECSO3

56.94

2nd

2nd out of 9 within ECSO

ECSO4

57.67

1st

1st out of 9 within ECSO

ECSO5

54.87

3rd

3rd out of 9 within ECSO

ECSO6

41.36

19th

9th out of 9 within ECSO

ECSO7

54.84

4th

4th out of 9 within ECSO

ECSO8

45.83

14th MEDIAN

7th out of 9 within ECSO

ECSO9

45.01

15th

8th out of 9 within ECSO

OPD1

35.00

23rd

4th out of 7 within OPD

OPD2

42.56

18th

2nd out of 7 within OPD

OPD3

44.35

17th

1st out of 7 within OPD

OPD4

33.39

25th

6th out of 7 within OPD

OPD5

28.23

27th

7th out of 7 within OPD

OPD6

34.39

24th

5th out of 7 within OPD

OPD7

36.41

22nd

3rd out of 7 within OPD

(Group Median for AFIT)

(Group Median for AUPD)

(Group Median for ECSO)

(Group Median for OPD)

Table 1. Companies’ (AFIT, AUPD, ECSO, OPD) no-names disclosed survey results
for the Risk-O-Meter study, ranked within and overall, where Median: 45.83 (ECSO8)
and Average: 44.73% (AUPD5: 44.59% is the result that comes the closest).

